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a. Abstract 

 

 The landscape of future fifth generation (5G) radio access networks is expected to 

seamlessly and ubiquitously connect everything, and support higher traffic volumes, densely 

connected wireless devices, and diversified requirements on reliability, latency, battery lifetime, 

etc., as opposed to current fourth generation (4G) cellular networks. Moreover, in unexpected or 

emergency situations (such as disaster relief and service recovery) the deployment of terrestrial 

infrastructures is economically infeasible and challenging due to high operational expenditure 

as well as sophisticated and volatile environments. To address such novel issues, intelligent 

heterogenous architecture by leveraging unmanned aerial vehicles (UAVs) (or commonly known 

as drones) has been considered to be a promising new paradigm. In order to improve the system 

performance of UAV communication in 5G networks, physical layer techniques are of much 

concern as they affect the applications of UAVs significantly.     In this research work, security 

aspects of NOMA based UAV communication network have been considered for optimization 

as physical layer security in wireless communication network is not as robust as wired 

communication due to fading and varying SNR scenario. Here primarily two users’ model, as 

trusted and untrusted user communicating with BS have been optimized for outage-optimal 

performance considering pair Outage probability and Secrecy outage probability as performance 

metrics. The achieved results are extended to multi user scenario also and for the optimization 

policy making, dynamic programming and Partially observable Markov Decision Process 

(POMDP) optimization approaches have been simulated and verified.  The simulated results 

have shown that POMDP has potential consideration as resource scheduling optimization 

technique in NOMA-UAV communication network for providing secure and more robust 

performance. 

 

 

 

  



 
 

b. Brief description on the state of the art of the research topic: 

1. Integration of UAV networks for 5G and beyond communications.  

Wireless mobile communication systems became an indispensable part of modern lives. 

However, the number and the variety of devices increase significantly and the same radio 

spectrum is required to be reused several times by different applications and/or users. 

Additionally, the demand for the Internet of Things (IoT) introduces the necessity to connect 

every person and every object. However, current communication systems have strict limitations, 

restricting any modifications and improvements on the systems to meet these demands. Recently, 

researchers have been working on developing suitable techniques that may be integrated in next 

generation wireless communication systems in order to fundamentally fulfil the emerging 

requirements, including very high spectral efficiency, very low latency, massive device 

connectivity, very high achievable data rate, ultrahigh reliability, excellent user fairness, high 

throughput, supporting diverse quality of services (QoS), energy efficiency, and a dramatic 

reduction in the cost [1] [2] [3] . 

UAVs play a central role in providing network service recovery in a disaster-stricken region, 

enhancing public safety networks, or handling other emergency situations when Ultra-Reliable 

Low-Latency Communication is required. In particular, UAV assisted communication can be 

regarded as an important complement to the 5G cellular networks. Surveyed literature related to 

UAV communications published over the past several years including the characteristics and 

requirements of UAV networks, main communication issues, cyber-security, wireless charging 

techniques, and channel modelling for UAV communications, etc. 

In order to improve the system performance of UAV communication in 5G networks, physical 

layer techniques are of much concern as they affect the applications of UAVs significantly [1]. 

There are mainly five candidate key technologies at physical layer, namely mm Wave 

communication [2], NOMA transmission, CR, and energy harvesting.The previous generations 

of networks have employed Orthogonal Multiple Access techniques [3], such as frequency 

division multiple access (FDMA)  of first generation (1G), time division multiple access 

(TDMA) of 2G, code division multiple access  (CDMA) of 3G, and orthogonal frequency 

division multiple access (OFDMA) of 4G. Besides the aforementioned techniques, NOMA [3] 

is suggested as PHY layer technique in UAV transmission. 

2. UAV-NOMA PHY secured communication. 

Security is one of critical issues in communications. Modern communication networks are based 

on the layered architecture, from the physical layer up to the application layer. A great deal of 

effort has been made to develop the cryptographic protocols above the physical layer. Typical 

examples include Rivest-Shamir-Adelman algorithm (RSA) and Advanced Encryption Standard 



 
 

(AES). For wireless communications, however, the physical layer is not as robust as that in wired 

communications. The physical layer in wireless communication is more complex than the 

counterpart in other communication paradigms. The concerns come from not only the noises but 

also many types of fading. Recently, there has been an influential interest in studying the security 

issues in the physical layer [7]. NOMA (Non-Orthogonal Multiple Access) has recently drawn 

considerable attention as one of the keys enabling technologies for 5G communication systems, 

[1] [2] reaping a high spectral efficiency via incorporating superposition coding at the transmitter 

with successive interference cancellation (SIC) at the receivers. Compared to orthogonal 

multiple access schemes (OMA), NOMA serves a multitude of users with diversified traffic 

patterns in a nonorthogonal fashion by considering power domain for multiple access. This 

provides an effective pathway for UAVs to ensure the needs of ground users at different power 

levels. The basis of NOMA implementation relies on the difference of channel conditions among 

users. Until now, lots of works have contributed to the adoption of NOMA transmission for 

UAV-assisted communications, in which the UAV-BSs can serve multiple users that operate at 

the same time/frequency carrier, especially for emergency services with a larger number of users. 

As discussed in the surveyed literature, it is evident that NOMA is flexible and efficient in 

multiplexing a number of end users to UAV communications. However, the successful operation 

of NOMA in UAV communications requires numerous associated challenges and constraints for 

the following reasons [6]: 

• The distinct feature of NOMA with improved spectral efficiencies is that a sophisticated 

SIC technique at the receiver side is used. 

• SIC exclusively relies on the channel state information at both the receivers and the 

transmitters to determine the allocated power for each receiver and the decoding order, 

which needs to be estimated relatively accurately in a UAV communication network. 

• NOMA multiplexing multiple users in the power domain introduces interlayer 

interference, more efforts are needed to further eliminate the resulting interlayer 

interference in UAV communications with NOMA. 

• Considering the high mobility of UAVs in practice, the communication distance between 

the UAV and ground users would vary constantly based on the Realtime requirements, 

thereby the SIC decoding order determined by the received signal strengths of difference 

users varies with the locations of UAVs. 

Although NOMA has many features that may support next generations, it has some limitations 

that should be addressed in order to exploit its full advantage set. Those limitations can be 

pointed out as follows. In NOMA, since each user requires to decode the signals of some users 

before decoding its own signal, the receiver computational complexity will be increased when 

compared to OMA, leading to a longer delay. Moreover, information of channel gains of all 



 
 

users should be fed back to the base station (BS), but this results in a significant channel state 

information (CSI) feedback overhead. Furthermore, if any errors occur during SIC processes at 

any user, then the error probability of successive decoding will be increased. As a result, the 

number of users should be reduced to avoid such error propagation.  Another reason for 

restricting the number of users is that considerable channel gain differences among users with 

different channel conditions are needed to have a better network performance. Lastly, security 

is highlighted as another challenge, and the implementation of physical layer security techniques 

is seen as a difficult task.  

Interestingly, most existing works have mainly focused on the performance and optimization of 

the PHY security in NOMA systems under the presence of external eavesdroppers or untrusted 

relay nodes. However, there is still a lack of theoretic studies to rigorously demonstrate the 

feasibility of achieving the optimal performance in the presence of untrusted users in NOMA 

systems. 

c. Definition of the Problem  

In the dense environment of todays and future sophisticated wireless communication networks, 

the crucial aspect for NOMA based architecture is to authenticate the trusted and untrusted users 

when more than one eavesdropper is present. This research aims to investigate the security 

performance in NOMA based UAV communication network proposed for mission critical 

applications. The proposed architecture has underlaying two user NOMA framework and the 

feasibility of pairing trusted and untrusted user have been examined taking into consideration 

Physical Layer Security (PLS) performance metrics i.e. Outage Probability (OP) and Secrecy 

Outage Probability (SOP).  To Investigate the feasibility of achieving an outage-optimal 

performance for the pair under secrecy outage constraint of the strong user, dynamic 

programming and POMDP optimization have been evaluated. The optimised theoretical results 

are extended to multi user scenario and the results are verified through numerical simulation 

wherein POMDP have shown significant improvement over dynamic programming optimization 

approach. 

d. Objective and Scope of work  

The main goal of the present work is to investigate the NOMA based UAV communication 

network architecture for enhanced (PLS) security features. It is noteworthy that 5G wireless 

networks are expected to exhibit great heterogeneities in communication infrastructures and 

resources for connecting different devices and providing diverse services. Researchers these 

days are focusing on ways to design heterogeneous infrastructures such as densely deployed 

small cells; integrate heterogeneous communication networks such as space-based, air-based, 

and ground-based ; employ multifarious 5G communication techniques such as massive 



 
 

multiple-input multiple-output (MIMO), millimetre-wave (mm Wave), non-orthogonal multiple 

access (NOMA) transmission, device-to-device (D2D), cognitive radio (CR) and so forth, to 

improve spectrum efficiency and energy efficiency. The adoption of NOMA transmission for 

UAV communication requires enhanced physical layer security (PLS) as an essential need 

particularly for emergency applications. Here a novel optimal resource allocation algorithm has 

been proposed for more robust and secure communication in single and multi-user scenario.  The 

physical layer security has been optimised by feasible pairing of trusted and untrusted users in 

dense heterogeneous sensor networks [3] [4]. In case of untrusted users, the channel conditions 

information is subjected to dynamic programming and  POMDP (Partially observable Markov 

Decision Process) both  optimization of Outage Probability (OP) and SOP as constrained 

parameter followed by resource allocation [10] [11]. 

The main aim of the proposed system defined as, 

• To investigate the underlaying NOMA architecture for UAV communication with 

improved Physical Layer security aspects for especially mission critical applications. 

• To investigate feasible pairing between trusted and untrusted users for given channel 

conditions (CSI) in NOMA based UAV communication network with two users and 

multi user scenarios.  

• To optimize the resource allocation between trusted and untrusted users by POMDP 

optimization approach keeping pair Outage Probability (OP) and secrecy outage 

probability (SOP) as performance metrics. 

• To analyze POMDP and dynamic programming resource allocation optimization for two 

users and multi user both scenario for secured NOMA-based UAV Communication 

network 

e. Original contribution by the thesis.  

The main contribution of the research is as given below: 

• The detailed literature review of UAV assisted communication in heterogeneous sensor 

networks is explored to identify its potential feasibility in 5G wireless networks. 

• The NOMA transmission scheme has been considered as suitable framework for mission 

critical UAV communication networks. 

• The POMDP optimization approach has been introduced in resource scheduling for 

solving security issue of NOMA scheme in outage performance constrained 

environments. 



 
 

• The secrecy performance and outage with the untrusted user in two user and multiuser 

both scenarios have been investigated and proposed theoretical framework have been 

analysed by simulation results carried out in MATLAB simulation environment.  

f. Methodology of Research, Results / Comparisons: 

In this work, we have adopted the power domain NOMA architecture, which is based on the 

concept of super-position coding at the transmitter side and the successive interference 

cancellation (SIC)technique at the receiver side for UAV communication network. 

As per NOMA transmission scheme, towards the transmitter side users are ordered and allocated 

different power levels according to their channel conditions (CSI). It helps the receiver in 

discriminating the super-position coded signals. NOMA adopts SIC cancellation technique to 

decode the intended user’s information and remove interference present in superimposed 

transmitted signal. Achieving a secure communication is a critical issue over such wireless 

networks which is vulnerable to security threats due to the broadcast nature of the transmission. 

Here the security performance metrics are considered as pair outage probability (OP) and 

Secrecy outage probability (SOP) for two or more users’ environment. 

The resources allocated to both trusted and untrusted users are optimized (scheduled) by using 

dynamic programming optimization for two user scenario and also POMDP optimization in the 

case of multiusers. The outage efficient performance of suggested framework has been analysed 

by proposing dynamic programming and POMDP optimization approaches and POMDP has 

shown improved performance.  The comparison of dynamic programming optimization and 

POMDP optimization have been simulated, and findings have been analysed.  

1) NOMA-enabled Cellular Architecture. 

UAVs are playing a major role in various domains of 5G and beyond networks, supporting not 

only improved communication but also safety applications and critical infrastructures. 

Moreover, the tremendous growth of the UAV communication will result in various 

heterogeneous air-to-ground deployments with increased densities of UAV nodes, further 

necessitating their protection against cyber-attacks across different network layers. Focusing on 

UAV networks, various studies have investigated the application of PLS solutions. To 

investigate the physical layer security in 5G NOMA-enabled cellular system, we consider system 

model provided in figure 1 with two users and the base station (BS) located in the center of the 

cell. In the framework, initially two users are considered to optimize the selected PLS parameters 

as Pair Outage Probability (OP) and Secret Outage Probability (SOP) in the environment where 

communication between trusted and untrusted users’ scenario is considered [6] [7] and [8]. 



 
 

The near user (U1) is the user with the higher security clearance that needs to be protected using 

physical-layer security from the untrusted/low-security clearance user (U2) which is far away 

from the BS as shown in figure 1. The maximal transmit power level of the BS is denoted by Pin 

this work, we assume that all nodes in the network are equipped with a single antenna and all 

channels are assumed to be independent identically quasi static with Rayleigh distribution which 

is drawn according to the distribution  𝑪𝑵(𝟎, 𝜹𝒎
−𝜶 𝟐⁄

𝝎𝒐
𝟏 𝟐⁄

).  

In which 𝛿𝑚  is the distance in-between the BS and nodes𝑈𝑚. Here path-loss exponent and path-

loss constant is represented as 𝛼, and   𝜔𝑜.  

In addition, it is assumed that base station predicted the user location so that a better CSI is 

obtainable at base station that is involved in pairing users. 

 

 

 

 

 

 

 

 

 

Figure:1 NOMA- enabled Two User UAV communication network Model 

The base station transmits the superimposed mixture, 

                              𝒙𝒕 = √𝒕𝒔𝟏 + √𝟏 − 𝒕𝒔𝟐 in which 

 𝑠1, 𝑠2 are the unit power signals received by users 𝑈1 and 𝑈2, respectively, 𝑡is the 

powerallocation coefficient for the adjacent user. The received signal at users U1 and U2 can be 

given by 

    𝒓𝟏 = 𝒉𝟏𝒙𝒕√𝑷 + 𝒏𝟏,      and      𝒓𝟐 = 𝒉𝟐𝒙𝒕√𝑷 + 𝒏𝟐 , 

where ℎ1 ℎ2 - the channel gain linked with the small-scale fading from the base station to users 

𝑈1 and 𝑈2 respectively. 𝑛1 and 𝑛2 are the extra white Gaussian noise with variance and zero 

mean 𝑁0  and it is assumed that       𝝆 =  𝑷/𝑵𝟎   is the BS convey signal-to-noise ratio (SNR). 

In NOMA technique, farther user that possess more power could decode its own signal by 

considering the adjacent signal as a noise without decoding the adjacent user message.  

In the preceding equations it is assumed that U1 first decode the weak signal followed by 

decoding its own signal with SIC.U2 which is the untrusted user attempted to decode the near 

user message after the decoding of the adjacent user messages after the process of decoding its 

own message with SIC. Hence the following equation have been achieved, 

Base 

Station 

Near 

Trusted 

User U1 

Far Untrusted 

User U2 



 
 

   𝑺𝑰𝑵𝑹𝟐
𝟏 =

(𝟏−𝒕)|𝒉𝟏|𝟐

𝒕|𝒉𝟏|𝟐+𝟏
𝝆⁄
   and 𝑺𝑰𝑵𝑹𝟏

𝟏 = 𝒕𝝆|𝒉𝟏|𝟐   ………….…………. (1) 

   𝑺𝑰𝑵𝑹𝟐
𝟐 =

(𝟏−𝒕)|𝒉𝟐|𝟐

𝒕|𝒉𝟐|𝟐+𝟏
𝝆⁄
   and 𝑺𝑰𝑵𝑹𝟏

𝟐 = 𝒕𝝆|𝒉𝟐|𝟐    ……………………. (2)  

 And,  

   𝑻𝒐𝒕𝒂𝒍𝒔𝒊𝒏𝒓 = {𝑺𝑰𝑵𝑹𝟐
𝟏 ;  𝑺𝑰𝑵𝑹𝟏

𝟏 ;  𝑺𝑰𝑵𝑹𝟐
𝟐 ;  𝑺𝑰𝑵𝑹𝟏

𝟐 }       ………..… (3) 

where 𝑆𝐼𝑁𝑅𝑚
𝑛  represented the signal-to-interference-plus-noise-ratio of user 𝑚 that was decoded 

by 𝑈𝑛 for  𝑚, 𝑛𝜖{𝑖, 2} and the channels gain of 𝑈𝑚 denoted by |ℎ𝑚|2 followed an exponential 

distribution with  the  parameter    𝜻𝒎 = 𝝎𝒐𝜹𝒎
−𝜶.  

2) Research Problem Formulation  

The base station should achieve and serve a better communication for the users who are 

susceptible to security threat from untrusted user, the proposed system defined two kinds of QoS 

efficiency measures that could be regarded to be important for framing the issue. 

Here, we define the pair outage probability (OP) as a reliability metric that helps us to decide 

whether the QoS of both users are satisfied or not. The pair OP is defined as the probability that 

the achievable data rates of both users are greater than or equal to their minimum target threshold. 

The second metric, which is known as the secrecy outage probability (SOP) of the trusted user, 

is defined as the probability that the nonnegative secrecy capacity achieved by the trusted user 

is greater than certain threshold value where the non-negative secrecy capacity is defined as the 

capacity difference between the trusted user and the eavesdropper (i.e., the untrusted user in this 

model). 

Then, we formulate the following optimization problem that aims at minimizing the pair OP 

subject to a SOP constraint for user U1 which is given by, min
𝑡

𝑃𝑜, 0 < 𝑡 < 0.5, 𝑆𝑂𝑃1 ≤ 𝛽, in 

which 𝑃𝑜, 𝑆𝑂𝑃1 and 𝛽  are the pair OP, SOP (𝑈1) and the permissible SOP threshold. 

The closed form expression of the OP is derived, followed by the derivation of the SOP of user 

U1, and then study the analytical derivation in order to develop an optimal secure NOMA 

system. 

The optimal OP of the NOMA pair under the SOP constraint is derived as, 

𝐝 𝐒𝐎𝐏𝟏

𝐝𝐭
=

−𝛇𝟏(𝟐𝐓𝐬−𝟏)

𝛒 𝛇𝟏𝐭𝟐(𝛇𝟏+(𝛇𝟐∗𝟐𝐓𝐬))
𝐞

−(𝟐𝐓𝐬−𝟏)

𝛒 𝛇𝟏 𝐭  ……………………………….......…… (4) 

In order to achieve the optimality of OP of the pair under SOP constraint of the trusted user (U1) 

by tuning power allocation factor, we have considered following two important theorems: 

1) The OP of the NOMA pair is a convex function in terms of the power allocation factor t 

and the optimal minimum value is achieved at the positive root of the  

quadratic  equation as  𝒕∗ =
𝒘𝟐𝒛±√𝒘𝟏𝒘𝟐𝒛

𝒛(𝒘𝟐𝒛−𝒘𝟏)
 . In which  𝒘𝟏 =

𝝉𝟐

𝝆𝜻𝟐
   𝒘𝟐 =

𝝉𝟏

𝝆𝜻𝟏
   𝒛 = 𝟏 + 𝝉𝟐 

The minimum power allocation factor (𝑡𝑠𝑜𝑝), 



 
 

    𝒕𝒔𝒐𝒑 =
𝟐𝑻𝒔−𝟏

𝝆 𝜻𝟏 𝐥𝐧(
𝝂

𝟏−𝜷
)
                 ...........................……….(5) 

knowing this value, following theorem provides the feasibility condition for achieving outage-

optimal solution while satisfying the SOP constraint as follows; 

2) The optimal OP of the NOMA pair under the SOP constraint is feasible if and only if,  0 

<𝑡𝑠𝑜𝑝 <t*. This means that the SOP of U1 is monotonically decreasing function of t, which leads 

to the fact the optimal power allocation factor (t*) must be greater than 𝑡𝑠𝑜𝑝  in order to satisfy 

the secrecy constraint. 

3) Proposed flow depicting the overall mechanism. 

The security performance metrics chosen are pair OP and SOP for two (or more) users where 

one is trusted authenticated user and another is untrusted user (eavesdropper). The optimal-

outage performance of minimized pair OP subjected to SOP constraint have been solved by both 

dynamic programming optimization and POMDP optimization approaches. Here we have 

proposed a novel approach for solving such problem based on a Partially Observable Markov 

Decision Process (POMDP), which considers the observations made from UAVs as shown in 

figure 2.  

In dynamic programming optimization, the goal has been determined based on available SINR 

of the users where as in POMDP, optimal power allocation factor is tuned on the basis of 

available CSI and the resources (i.e. power) is allocated adaptively as shown in above figure.  A 

partially observable Markov decision process (POMDP) is a combination of an MDP [10] [11] 

to model system dynamics with a hidden Markov model that connects unobservant system states 

to observations. The agent can perform actions which affect the system (i.e., may cause the 

system state to change) with the goal to maximize a reward that depends on the sequence of 

system state and the agent’s actions.  However, the agent cannot directly observe the system 

state, but at each discrete point in time, the agent makes observations that depend on the state. 

The agent uses these observations to form a belief of in what state the system currently is. This 

belief is called a belief state and is expressed as a probability distribution over the states. The 

solution of the POMDP is a policy prescribing which action is optimal for each belief state. 

In dynamic programming optimization policy as shown in figure (3), the available CSI in terms 

of SINR is given to algorithm and on the basis of optimal resource scheduling policy, the power 

allocation factor for NOMA transmission is been determined. POMDP is the improvement of 

Dynamic Programming when Multi user scenario is considered because Dynamic program 

required large amount of time and space and it cannot efficient because of lack of shared agents.  



 
 

 

Figure: 2 POMDP Optimization policy framework for UAV-NOMA communication network 
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Figure: 2 POMDP Optimization policy framework for UAV-NOMA communication network 

g. Achievements with respect to objectives  

• In this work we have formulated Secure NOMA-enabled cellular framework for UAV 

communication to enhance the Physical Layer Security (PLS)specifically for 

challenging environment (Channel state Information) conditions. 

• The optimal pairing between trusted and untrusted users have been analytically derived 

and feasibility of pairing has been tested under SOP constraint for real-time 

applications. 

• Policy decision making for feasible pairing to select a suitable untrusted user as a 

partner for the trusted user to achieve both metrics (i.e., the OP and the SOP) have been 

proposed. 



 
 

• Secrecy outage probability (SOP) of trusted user with the increasing untrusted user 

distance, for different BS transmit SNR and target secrecy rate have been analyzed and 

on basis of given channel conditions, a certain threshold value to achieve secure 

performance of trusted user have been proposed. 

• The the outage-optimal solution for threshold constrain value of power allocation factor 

have been simulated and analyzed for two users and multi-user environment scenario. 

• The improved PLS of NOMA based UAV communication have been analysed and 

achieved with real-time operational channel conditions for optimal secured 

performance.  

h. Simulation Results and Outcome Analysis 

The simulation of proposed framework for UAV-NOMA communication network have been 

carried out and discussed in two parts: two user model and multi user model as below mentioned 

discussion. The base station is deployed at the centre of a cell of radius 1000 m. There are two 

users in the system under consideration. The channel between two nodes in the system suffers 

both the small-scale fading and path loss effect. Small-scale fading follows the exponential 

distribution with the mean value 1. The noise signal of all channels has a Gaussian distribution 

with 0 mean and variance 1. The path loss exponent α and the path loss constant  𝜔𝑜 are set to 2 

and 0.1, respectively. We assume a normalized bandwidth of 1 Hz. 

Part: A   - TWO USER MODEL   

The SOP of trusted user U1 with the increasing untrusted user U2 and distance (d2), for several 

BS transmits (SNR) Signal to Noise Ratio at 𝜌 =  −20, −10,20 𝑑𝐵 , target secrecy rate Rs= 

0.01 distance at 200m is depicted in the below 

Figure 4 Impact on SOP with increasing distance of Untrusted user U2 

The results stated that the U1(SOP) is a gradually reducing function as per d2 that implies that 

the increasing value of d2 leads to the improvement of the SOP of U1. Since the provided 



 
 

constant threshold 𝛽 in SOP restraint U2must be situated at a larger space when compared with 

threshold value to obtain the SOP of U1. Apart from that it is normal that the high the target 

secrecy rate raises the SOP of U1. 

 

Figure: 5 Feasible paring between Trusted and Untrusted User for SOP  

Feasible Pairing in the SOP of pair OP and U1 with the enhanced power allocation factor t in 

which d2 = 700 m, d1 = 200 m, 𝜌= 15 dB and 𝛽 = 0:1 as shown below in figure 5. The results 

depicted that the pair OP and SOP of user U1 with increased t for two (d2) various distances of 

the (U2) untrusted user.  

The results approve the convex nature of the pair OP and the SOP curve is gradually decreasing 

with power allocation factor. Generally during the increase in power allocation factor t, the 

power assigned to the weak user message decreases that minimize the ability of U2 for 

discriminating the superior positioned signals thereby improving the SOP of U1. 

The infeasible pairing of SOP (U1) and the pair outage probability with the enhanced allocation 

of the power t, d1 (200 m), d2 (300 m), 𝜌 = 15dB and 𝛽 = 0 in figure 6.  The figure shows the 

similar plotting of the data by altering the entrusted user location by transferring it to a BS closer 

distance (d2 = 300 m). It also depicted that the U1. SOP constraint of is disrupted at t because 

the SOP is more than  𝛽. The accuracy is well-matched and verified with all range of numerical 

simulation. 



 
 

 

Figure: 6 Infeasible pairing between Trusted U1 and Untrusted users U2 for decreasing distance  

The results noticed that the efficiency is based on the comparative locations of the two users 

with the base station. 

In figure 7 below, the focus is on Strictly positive secrecy capacity, a parameter that constraints 

allocated resources in order to maintain optimal balance between pair OP and SOP and it is 

shown that with increased SNR, particularly for higher range like 15 dB and above, the POMDP 

optimization shown improvement over dynamic optimization approach. 

 

Figure: 7 SPSC analysis for varying SNR for two user model 

Here its worthy to note in figure 8 that being only two user scenarios, there is not significant 

remarkable improvement in performance of POMDP over Dynamic programming optimization 



 
 

approach as expected. But in the Multiuser scenario, the POMDP will show considerable 

improvement due to its superiority in performance. 

 

Figure:8 Dynamic programing Vs POMDP optimization Comparison for two user model 

Part: B   - MULTI- USER SCENEREO  

Here, we have considered more users in similar NOMA-UAV communication network where 

by increasing number of users, the findings will be discussed in following simulation results.  It 

is shown in figure 9 that by increasing the distance of untrusted user U2 from BS in multiuser 

environment, the secret outage probability of user 1 (Trusted user) will decrease linearly for 

values of 𝜌 = 10dB and 20 dB both as seen in two user case. 

 

Figure: 9  Impact on SOP of trusted user U1 by varing SNR for increased distance of untrusted user 

The pair outage probability, pair OP increases by increasing the distance of untrusted user U2 

from BS as shown in figure 10 below for 𝜌 = 15,20- and 25-dB different values of SNR in    

multiuser environment. 



 
 

 

Figure: 10 Pair OP Vs increased distance of untrusted user U2 for multi user model 

In the context of information-theoretic secrecy, the secrecy capacity (SC), defined as the largest 

communication rate achievable from the trusted transmitter BS to the trusted user (receiver), 

under the condition that the eavesdropper obtains no information. For wireless communications 

over fading channels, the instantaneous SC can be positive even when the eavesdropper channel 

is stronger than the main channel on the average.  This is because the channel gains randomly 

fluctuate because of fading and BS can exploit the fluctuations of the fading to communicate 

with users.  

 

Figure 11 strictly positive secrecy capacity Vs SNR for multiuser UAV-NOMA communication network 

Here in figure 11, the SPSC analysis have been carried out for varying SNR in proposed 

framework and the results in case of Multi user application also reveals that POMDP has shown 

better performance over dynamic programming for probability of SPSC decision making to 

schedule resources in NOMA-UAV communication systems.  



 
 

In the case of multiuser scenario as shown in figure 12 below, when there are more than two 

users, then the allocation of optimized resource block to all users is key parameter to achieve 

desired outage efficiency because strong users require higher SNR for higher data rates and weak 

users are allocated minimum threshold SNR for lower data rate requirements in order to maintain 

suitable pairing OP and SOP balance. So, the POMDP policy optimization has shown better 

performance over dynamic programming approach particularly when more users are active (a 

greater number of antennas as in figure below), the overall radiated power per BS antenna in 

downlink have been considerably reduced. 

 

 

 

 

Figure 12 Comparison of Dynamic programming Vs POMDP optimization for Multi User model 

 

 

 

 

 

 

 

 

 

 

 



 
 

i. Conclusion  

(NOMA) emerges as an enabling technology for reduced signalling overhead and access 

latency effectively in real time applications i.e. UAV communication for mission critical 

applications.  The NOMA system decodes the messages of other user pairs on the similar 

resources thereby promoting user possibility. But this technique interprets a security threat in 

which the BS serves the untrusted users also. The proposed secure Physical Layer Security 

mechanism that considers two prime security performance metrics – Secrecy outage 

probability and pairing Outage Probability, for feasible pairing of trusted and untrusted users 

on the basis of their distance and operating channel conditions have been optimized for two 

user and multi-use scenario. 

The resource allocation on the basis of strong authentic trusted user and weak untrusted user 

in the constrained environment have been optimized by dynamic programming and POMDP 

optimization policy decision making approaches. The proposed simulated framework results 

and findings have suggested that POMDP has shown superior performance over dynamic 

programming optimization when more users are available in the network. The POMDP has 

shown significant performance results for providing secured and robust NOMA based UAV 

communication network for futuristic 5G communication systems. 
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ABSTRACT 

UAV (unmanned aerial vehicles) with their high mobility and low cost, have found a wide range of applications 

during the past few decades. Historically, UAVs have been primarily used in the military, mainly deployed in 

hostile territory to reduce pilot losses. With continuous cost reduction and device miniaturization, small UAVs 

are now more easily accessible to the public; hence, numerous new applications in the civilian and commercial 

domains have emerged. For the sake of boosting resilience against faults, natural disasters, and unexpected 

traffic, the Unmanned Aerial Vehicle (UAV) assisted wireless communication systems can provide a unique 

opportunity to cater for such demands in a timely fashion without relying on the overly-engineered cellular 

network. However, for UAV-assisted communication, issues of capacity, coverage, and energy efficiency are 

considered of paramount importance.  Starting with LTE (4G), Orthogonal Frequency Division Multiple Access 

(OFDMA) has replaced WCDMA for cellular mobile communications and it will also be employed in advanced 

5G yet, Non-orthogonal multiple access (NOMA) has been recently recognized as a promising PHY technique 

to significantly improve the spectral efficiency of mobile communication networks. In this paper, we provide an 

overview of UAV-aided wireless communications, by introducing the basic networking architecture, 

highlighting the key design considerations as well as the new opportunities to be exploited. 

Keywords:  LTE (4G), Non-orthogonal multiple access (NOMA), Unmanned Aerial Vehicle (UAV), Wireless 

communication. 
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I. INTRODUCTION 
The use of unmanned aerial vehicles 

(UAVs) will grow rapidly in the next decade. These 

remotely piloted or preprogrammed aircraft are 

envisioned for applications in numerous civil 

settings, including industrial monitoring, scientific 

data gathering, agriculture, public safety, and search 

and rescue. Many other applications - presently 

unforeseen - will inevitably also arise. These 

vehicles, also known as the unfortunate misnomer of 

"drones," must be integrated into the national 

airspace system and into the airspace worldwide. A 

natural concern in the use of UAV  is safety, and this 

has direct implications for the control and non-

payload communication  systems that must be used 

to operate it efficiently. Similarly, navigation and 

surveillance functions must be made more reliable 

and more accurate. Because of these factors, many 

UAV research, development, testing, and 

standardization efforts are underway by 

governments, industries, and academia. Despite the 

fact that piloted civil aircraft have been flying safely 

for decades, UAV presents distinct new challenges 

in the form of different flight profiles, e.g., low-

elevation flights and more high-dynamic maneuvers; 

wider required bandwidths, e.g., for video; and 

different ground site characteristics such as locations 

in cluttered areas and lower elevation antennas.  

In this paper  first the evolution of  radio 

technologies considered in  UAV wireless 

communication is reviewed  in literature survey and  

the significant work in the area is highlighted along 

with  the newest challenges. The reminder of this 

paper is organized as follows.  

The promising technology NOMA and its 

variants are discussed in section three. In Section 

four  the system model and assumptions are 

presented and in section five the comparative 

analysis of NOMA with existing popular technology 

OFDMA (OMA) is given with simulation 

persormance analysis. At last, the work is concluded 

in section five.  

 

II. LITERATURE SURVEY 
 Drones variously known as unmanned 

aerial vehicles (UAVs), unmanned aerial systems 

(UAS) or remotely piloted aircraft system (RPAS), 

are used in several parts of the world for surveying 

and aerial mapping, disaster management work, 

monitoring crop production and infrastructure 

activities, besides commercial photography and 

courier delivery. The viability of UAV as a 

multipurpose research vehiclehas driven great 
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interest since recent decades[1]. The 

basictechnology building blocks responsible for the 

current advancesinclude airframes, propulsion 

systems, payloads,safety or protection systems, 

launch and recovery, dataprocessor, ground control 

station, navigation and guidance,and autonomous 

flight controllers. The following briefsurvey is 

focused on the area of navigation, guidance 

andcontrol of UAVs. Various control design for 

UAVs has beenproposed ranging from linear to 

nonlinear synthesis, timeinvariant to parameter 

varying, and conventional PID tointelligent control 

approaches. The developed controllershave been 

implemented for different aerial platforms: 

airship(blimp), fixed-wing UAV, small scale 

helicopter,uad-rotors, and MAV. Wireless 

communication systems that include unmanned 

aerial vehicles promise to provide cost-effective 

wireless connectivity for devices without 

infrastructure coverage. Compared to terrestrial 

communications or those based on high-altitude 

platforms, on-demand wireless systems with low-

altitude UAVs are in general faster to deploy, more 

flexibly reconfigured, and likely to have better 

communication channels due to the presence of 

short-range line-of-sight links. However, the 

utilization of highly mobile and energy-constrained 

UAVs for wireless communications also introduces 

many new challenges. In India for  the regulation 

and safety purpose in commercial and survilence 

applications,  the policy guideliens also introduced 

as below :  

 
Table :1UAV communication Policy Guidelines for 

commercial and surveillance purpose 

 

III. MIGRATION FROM 4G LTE TO 5G 
 The fruitful deployment of UAV based 

communicationsystems for 4G and beyond future 

wireless networks is highlyinvolved in finding joint 

solutions to challenge of ubiquitousconnectivity with 

both a multitude of devices in a spectralefficient way 

as well as with energy-efficient transmissionand 

operation of the UAV-BS for maximized and 

armonizedcoverage and capacity [2],[3]. It should be 

noted that suitableenergy efficiency for the UAV-

assisted ommunication systemachieves paramount 

importance in the overall performance ofthe system. 

Efficient energy consumption results in 

enhancedairtime for the communication system, 

improving bits/Joulesfor a given energy level. 

Furthermore, coverage and capacityof an aerial cell 

are attributed to many factors such as 

thetransmission power,  antenna gains, UAV 

altitude, deploymentenvironment, and prominently 

radio access technology [4]. 

 4G is the fourth generation of broadband 

cellular network technology, succeeding 3G and 

besides the  popular  techniques in 3G/4G i.e 

TDMA/WCDMA/OFDMA , a new radio access 

technology NOMA is also developed by researchers 

to be used in communication networks due to its 

capability in increasing the system capacity. 

Recently, non-orthogonality based system designs 

are developed to be used in communication 

networks and have gained significant attention of 

researchers. Hence, multiple access (MA) techniques 

can now be fundamentally categorized as orthogonal 

multiple access  (OMA) and non-orthogonal 

multiple access (NOMA). In OMA, each user can 

exploit orthogonalcommunication resources either 

within a specific time slot, frequency band or code in 

order to avoid multiple access interference. The 

previous generations of networks have employed  

OMA schemes, such as frequency division multiple 

access (FDMA) of first generation (1G),time 

division multiple access (TDMA) of 2G, code 

division multiple access (CDMA) of 3G, and 

orthogonal frequency division multiple access 

(OFDMA) of 4G.  

 In NOMA, multiple userscan utilize non-

orthogonal resources concurrently by yielding a high 

spectral efficiency while allowing some degree of 

multiple access interference at receivers .  Recently, 

NOMA reputations have climbedsharply as a 

fundamental solution to the challenges 

encompassingthe next  generation wireless networks 

[5][6].NOMA has been proved to exhibit improved 

spectral efficiency,balanced and air access as 

compared to OMAtechnologies[6], with the ability 

to cater for multipledevices in the same frequency, 

time, or code resource thusproviding efficient access 

to massive connected devices . Furthermore, NOMA 

is also instrumental in reducingthe interference by 

employing orthogonal resources as inOrthogonal 

Frequency Division Multiple Access 

(OFDMA)[7][17] or by sharing a single beam 

between multiple users forintra-cluster access and 

using NOMA for inter-cluster access[18].Current 

https://geospatialmedia.s3.amazonaws.com/wp-content/uploads/2017/11/drone-table_1.jpg
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studies have focused on provisioning Air to 

Ground(A2G) communication services mainly 

through placement op- timization under various 

viewpoints in literature. The performance of UAV 

based communication systems hasalso been 

addressed  for the underlaid Device to Device(D2D) 

deployment scenario. This work assumed 

interferenceraised by D2D network nodes, without 

considering the presenceof terrestrial BS. 

Additionally, there have been a fewstudies 

discussing the performance of NOMA for UAV 

basedcommunication system[8]. A NOMA enabled 

fixedwingUAV deployment was proposed in [8] to 

support coveragefor ground users situated outside 

BS offloaded location. 

 In general, NOMA schemes can be 

classified into two types: power-domain 

multiplexing andcode-domain multiplexing. In 

power-domain multiplexing, different users are 

allocated[7][8][9][6][5][1][10] differentpower 

coefficients according to their channel conditions in 

order to achieve a high systemperformance. In 

particular, multiple users’ information signals are 

superimposed at the transmitterside. At the receiver 

side successive interference cancellation (SIC) is 

applied for decoding thesignals one by one until the 

desired user’s signal is obtained, providing a good 

trade-offbetween the throughput of the system and 

the user fairness. In code-domain multiplexing, 

different users are allocated different codes and 

multiplexed over the same time-frequencyresources, 

such as multi-user shared access (MUSA), sparse 

code multiple access (SCMA), and low-density 

spreading (LDS). In addition to power-domain 

multiplexing and codedomain multiplexing, there are 

other NOMA schemes such as pattern division 

multiple access(PDMA) and bit division 

multiplexing (BDM). Although code-domain 

multiplexinghas a potential to enhance spectral 

efficiency, it requires a high transmission bandwidth 

andis not easily applicable to the current systems. 

On the other hand, power-domain multiplexinghas a 

simple implementation as considerable changes are 

not required on the existing networks.Also, it does 

not require additional bandwidth in order to improve 

spectral efficiency. Inthis paper the prime focusis on 

the power-domain NOMA.Although OMA 

techniques can achieve a good system performance 

even with simple receiversbecause of no mutual 

interference among users in an ideal setting, they 

still do not have theability to address the emerging 

challenges due to the increasing demands in future 

networks andbeyond.  

 The superiority of NOMA over OMA can 

besummarized as follows: 

_ Spectral efficiency and throughput: In OMA, such 

as in OFDMA, a specific frequencyresource is 

assigned to each user even it experiences a good or 

bad channel condition,thus the overall system suffers 

from low spectral efficiency and throughput. In 

contrary, inNOMA the same frequency resource is 

assigned to multiple mobile users, with good and 

bad channel conditions, at the same time. Hence, the 

resource assigned for the weak user isalso used by 

the strong user, and the interference can be mitigated 

through SIC processesat users’ receivers. Therefore, 

the probability of having improved spectral 

efficiency and ahigh throughput will be considerably 

increased. 

 _ User fairness, low latency and massive 

connectivity: In OMA, for example in OFDMAwith 

scheduling, the user with a good channel condition 

has a higher priority to be servedwhile the user with 

a bad channel condition has to wait to access, which 

leads to a fairnessproblem, and high latency. This 

approach cannot support massive connectivity. 

However,NOMA can serve multiple users with 

different channel conditions simultaneously, 

thereforeit can provide improved user fairness, lower 

latency and higher massive connectivity. 

 _ Compatibility: NOMA is also compatible 

with the current and future communication 

systemssince it does not require significant 

modifications on the existing architecture. For 

example,NOMA has been included in third 

generation partnership project long-term 

evolutionadvanced (3GPP LTE Release 13). 

 

 
Figure 1Pictorial comparison of NOMA Vs OMA 

 

 Although NOMA has many features that 

may support next generations,it has some limitations 

that should be addressed in order to exploit its full 

advantage set. Thoselimitations can be pointed out 

as follows: In NOMA, since each user requires to 

decode thesignals of some users before decoding its 

own signal, the receiver computational 

complexitywill be increased when compared to 

OMA, leading to a longer delay. Moreover, 

informationof channel gains of all users should be 

fed back to the base station (BS), but this results in 

asignificant channel state information (CSI) 

feedback overhead. Furthermore, if any errors 

occurduring SIC processes at any user, then the error 

probability of successive decoding will beincreased. 

As a result, the number of users should be reduced to 
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avoid such error propagation.Another reason for 

restricting the number of users is that considerable 

channel gain differencesamong users with different 

channel conditions are needed to have a better 

network performance. 

 

IV. NOMA UPLINK AND DOWNLINK 

SCENERIO  SIMULATION ANALYSIS 
 In this section, an overview of NOMA in 

downlink and uplink networks is introduced 

throughsignal-to-interference-and-noise ratio (SINR) 

and sum rate analyses. Then, high signal-to-

noiseratio (SNR) analysis has been conducted in 

order to compare the performances of OMA 

andNOMA techniques[10]. 

 

A. Downlink NOMA Network 

 At the transmitter side of downlink NOMA 

network, as shown in Fig. 2, the BS transmits 

thecombined signal, which is a superposition of the 

desired signals of multiple users with different 

allocated power coefficients, to all mobile users. At 

the receiver of each user, SIC process isassumed to 

be performed successively until user’s signal is 

recovered. Power coefficients ofusers are allocated 

according to their channel conditions, in an inversely 

proportional manner.The user with a bad channel 

condition is allocated higher transmission power 

than the one which has a good channel condition. 

Thus, since the user with the highest transmission 

power considers the signals of other users as noise, 

and recovers its signal immediately without 

performing anySIC process. However, other users 

need to perform SIC processes. In SIC, each user’s 

receiverfirst detects the signals that are stronger than 

its own desired signal. Next, those signals 

aresubtracted from the received signal and this 

process continues until the related user’s own signal 

is determined. Finally, each user decodes its own 

signal by treating other users with lower 

powercoefficients as noise. The transmitted signal at 

the BS can be written as: 

s =  aiPsxi

L

i=1

 

 where xi is the information of user i (Ui) 

with unit energy. Ps is the transmission power atthe 

BS and  ai is the power coefficient allocated for user 

i subjected to ai = 1L
i=1  and  a1≥a2≥…. ≥aL since 

without loss of generality the channel gains are 

assumed to be ordered as  h1 2 ≤  h2 2 ≤
⋯ .  hL 2. where hL is the channel coefficient of Lth 

user, based on NOMAconcept. The received signal 

at lth user can be expressed as follows: 

y1 = hls + nl = hl   aiPsxi + nl
L

i=1
 

where nlis zero mean complex additive Gaussian 

noise with a variance of σ
2 .  

(1) SINR analysis: By using (2), the instantaneous 

SINR of the lth user to detect the jth user, j≤ l , 

with j≠ L can be written as: 

 

SINRl =  
alγ hl 2

γ hl 2  aiL
i=l+1 + 1

  

Where γ = Ps
σ2 denotes the  SNR. 

 

(2) Sum rate analysis: After finding the SINR 

expressions of downlink NOMA, the sumrate 

analysis can easily be done. The downlink 

NOMA achievable data rate of lth user can 

beexpressed as: 

 

Rl
NOMA-d 

= log2 1 + SINRl = log2(1 +
alγhl2γhl2 i=l+1Lai+1 

 

B. Uplink NOMA Network 

 In uplink NOMA network, as depicted in 

Fig. 3, each mobile user transmits its signal to the 

BS. At the BS, SIC iterations are carried out in order 

to detect the signals of mobile users. By assuming 

that downlink and uplink channels are reciprocal and 

the BS transmits power allocation coefficients to 

mobile users, the received signal at the BS for 

synchronous uplink NOMA can be expressed as: 

r =  hi aiPxi + n

L

i=1

 

 where hi is the channel coefficient of the ith 

user, Pxi is the maximum transmission power 

assumed to be common for all users, and n is zero 

mean complex additive Gaussian noise with a 

variance of σ
2   

 

 
Figure 2Downlink NOMA network 
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Figure 3 Uplink NOMA network 

 

 

1) SINR analysis: The BS decodes the signals of 

users orderly according to power coefficientsof 

users, and then the SINR for lth user l ≠ 1 can 

be given by 

SINRl =
alγ hl 2

γ ai hi 2 + 1l−1
i=1

  

 where γ =
P

σ2
 . 

2) Sum rate analysis: The sum rate of uplink 

NOMA  when γ − ∞can be written as: 

Rsum 
NOMA-u ≈ log2(γ  hl 2L

l=1
 

 

C. Comparing NOMA and OMA 

The achievable data rate of the lth user of OMA for 

both uplink and downlink can be expressed 

  

 Rsum
OMA =  αl log2(1 +

βlγ hl  2

αl
)L

l=1  

 

 For the sake of simplicity, sum rates of 

uplink NOMA and OMA can be compared for 

twousers. Then, using both the sum rate of uplink 

NOMA and OMA at high SNR can beexpressed, 

respectively as: 

 

  Rsum
NOMA≈ log2 γ h1 2 + γ h2 2   

 

 Here  we notice R
OMA

sum≤  R
NOMA

sum.  

Fig. shows that, NOMA outperforms OMA in terms 

of sum rate in  both downlink and uplinkof two 

user networks. 

 

V. SIMULATION RESULTS 

 The Comparative analysis of modelling 

Downlink and Uplink NOMA in comparison with 

OMA is simulated and findings are presented that 

shows superiority of NOMA over OMA with better 

spectral efficiency for simulation parameters taken 

as power allocation coefficients a1=0.6, a2=0.4 and 

channel responses h1
 2 

=0 DB, h2
2
=20 DB 

parameters.  

 
Figure 4NOMA UPLINK 

 

 
Figure 5 NOMA DOWNLINK 

 

VI. CONCLUSION 
 This paper investigated an account of 

NOMA’s applicability for UAV-assisted 

communication systems. NOMA schemes are 

proposed to improve the efficient usage of limited 

network sources. OMA based approaches that use 

time, frequency or code domain in an orthogonal 

manner cannot effectively utilize radio resources, 

limiting the number of users that can be served 

simultaneously. In order to overcome such 

drawbacks and to increase the multiple access 

efficiency, NOMA technique has been recently 

proposed. Accordingly, users are separated in the 

power domain. Such a power domain based multiple 

access scheme provides effective throughput 

improvements, depending on the channel conditions 

.The crucial need of UAV communication of 

optimum utilization of available licensed spectrum  

bandwidth is considered here and simulation results  

taken presented that NOMA performs  better than 

OMA while fulfilling individual user-rate constraint 

for both users. The research work can be further 

carried out investigating joint power and phase 
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allocation of UAV nodes deployment  for efficient 

operations.  
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 Improving Of Physical Layer Insecurity Of The 

Non Orthogonal Multiple Access System 
 

Pankaj M Patel, Prof. Dr. Chetan B. Bhatt 
 

Abstract: The key aspect of the NOMA (power domain non orthogonal) is the user possibility for decoding the messages belonging to another pair users 

on similar resources. The method interprets a security threat especially in the case where the base station serves the users with various security 

clearance or untrusted users. The main aspect of NOMA is to serve the multiple users upon the similar radio resources at the minimal inter user 

interference expense. The system not only permits the serving of particular users with high efficient bandwidth but also permits the scheduling more type 

of users than the timely available users. In this study we investigated the secrecy outage probability (SOP) and OP in the both two user and multi user 

NOMA system where the BS is supposed to pair a trusted or legitimate user with other untrusted users because of the un even distribution of the 

untrusted and trusted users in the cell. SIC, the successive interference cancellation was then implemented at the receiver side for decoding the 

message signals. With the application of NOMA concept the study investigated the pair outage behavior under the SOP constraints on the trusted users. 

In specific, the SOP and OP of the concerned U1 were obtained in the closed type of expressions. The study also provided the understanding the 

possibility of obtaining an optimal outage efficiency for pairing under the SOP constraints. With certain numerical simulations the study verified the 

effectiveness of the analytical derivations with respect to various scenarios. 

 

Index Terms: NOMA, Secrecy outage Probability, Successive Interference Cancellation, bandwidth, channel state information etc. 

——————————      —————————— 

 

1 INTRODUCTION   
The physical layer security and non-orthogonal multiple 

access was regarded as the encouraging techniques for the 

processing of wireless communication network systems. Today 

the combination of the two significant communication methods 

was studied to guarantee a spectral efficient and secure 

wireless transmission. Most of the prevailing works 

predominantly concentrated on the optimization and efficiency 

of the PLS in the existence of untrusted relay nodes and 

external eavesdroppers(Arafa et al., 2019a)But there occurs a 

gap in the theoretical studies to describe the ease of obtaining 

the enhanced efficiency in the existence of untrusted users. 

Recently the network traffic amount have greatly enhanced 

particularly with the updated growth in IoT applications in 

future. To rectify the huge traffic demand, upcoming wireless 

networks must deliver a best spectral effectiveness and large 

connectivity (Sun et al., 2018). NOMA is regarded as the best 

technology in which various NOMA technique exhibit similar 

concept of providing several users at the similar frequency and 

time. The famous NOMA types are code domain and power 

domain that provided enhanced efficiency when compared 

with the existing techniques. The paper adopted the power 

domain on the basis of super position coding (transmitter side) 

at the SIC (receiver side). Hence the users could possess the 

key for the messages of other users and thereby utilize SIC for 

removing the interference (Cao et al., 2019) (Zhao et al., 

2018). Hence various NOMA methods was proposed for 

allowing the adjacent users to perform as a relay for improving 

the efficiency of the weak users through the resending of 

decoded data in a next time slot. The weak user could utilize 

the MRC technique to integrate the information achieved in 

different time slots. In addition obtaining a secured 

communication is a crucial problem over the vulnerable 

wireless networks to security threats mainly because of the 

broadcasted transmission nature.  

 

 

 

 

 

 

 

The study investigated the secrecy performance and outage 

with the untrusted user(Furqan et al., 2019). The main aspect 

of the study is to analyze the feasibility of achieving the O.P of 

the pair under a trusted user. Because of the decoding facility 

and spectrum sharing of SIC, the untrusted user could perform 

as a eavesdropper. 

 

 
 

Figure 1: Representation of Base station 

 

Figure 1 depicts the representation of base station. The main 

aim of the proposed system defined as, 

• To investigate the outage probability of the proposed 

system  

• To investigate the SOP of the proposed system. 

• To derive the accurate expression of the outage 

probability for all kind of scenarios and closed form of 

expressions for few special cases and verifying them 

numerically for yielding a better outage efficiency. 

 

2 RELATED WORKS 
This section describes the different existing techniques and 

methods related as our proposed system. (Cao et al., 

2019)suggested two kinds of relay selection process denoted 

as AF (amplify and forward) and DF (decode and forward) on 

the basis of AORS and DORS for achieving secure and 

reliable NOMA systems under the untrusted users. The study 

derived the accurate and asymptotic closed form of the SOP 

expressions and the PSCP obtained by the two methods and 

investigated the optimized feature of the two methods. The 
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complete analysis and the simulation results represented that 

both the AORS and DORS characteristically outperformed the 

benchmark system apart from obtaining the similar SOP and 

the required PSCP at very high Signal to noise ratio. (Zhang et 

al., 2018)Investigated the power allocation and joint subcarrier 

issue for NOMA –AF two-way relay networks with restrictions. 

The study focused to optimize the obtainable secrecy 

efficiency by designing jointly the SC task, power allocation 

and user pair scheduling. The paper suggested a SCAS-1 

technique by assuming the appropriate information about the 

channel state information in the relay station followed by the 

formulation of SCAS-2.The secured power allocation issue is 

structured as a convex programming issue and then resolved 

by in-depth point techniques. The results of simulation 

explained that the efficiency of the suggested SSPA algorithms 

with and without CJ respectively. (Arafa et al., 

2019b)Considered a downlink system where the base station 

is connecting with two appropriate users in two various 

scenarios in the unsecured environments which are the 

presence of the eavesdropper and untrusted relay 

communication. In the first process, several trusted 

cooperative relays is engaged for assisting with the base 

station transmission and protect the corresponding signals 

from the eavesdropper. Several relay methods are framed and 

investigated for the following process which are forward and 

decode, cooperative jamming and AF.For all the technique, 

secured beam forming signals were formulated at the relays 

for maximizing the obtainable secret rate areas. For the next 

process, with untrusted relay, the obtained secrecy rate areas 

obtained for two various relay schemes which are AF and CF 

under two various operation modes. In the first process, the 

prescribed users will receive the signals from the untrusted 

relay and the base station for decoding the messages. The 

study depicted that the efficient relay scheme is highly 

dependent on the parameters of the system, especially the 

nodal distance and the secrecy rate area. (Sun et al., 

2018)Studied the algorithm for resource allocation for MISO 

systems where the full duplex BS serve several half duplex 

downlink and uplink users on the similar subcarrier. The 

allocation of the resource have been optimized for maximizing 

the weight system output whereas the leakage of information 

was restricted and an artificial noise was induced for granting 

secured communication with respect to potential 

eavesdroppers. The study formulated a novel non-convex 

optimization issue by considering the imperfect CSI of the 

channels and requirements of QoS of legitimate users. The 

simulation results stated the efficiency of the optimal algorithm 

was related to the suboptimal algorithm. Apart from that the 

suggested MISO NOMA technique not only guarantee uplink 

and downlink communication purpose for security but delivers 

a characteristic rate of system secrecy when compared with 

the conventional MISO and other two baseline methods. 

(Dang et al., 2017)Analysed the outage efficiency of various 

multicarrier relay selection techniques for 2 hop OFDM system 

in Poisson relay fields. The study concentrated on DF relay 

systems with more selection schemes. The accurate 

expressions for the OP are provided in integrals generally. 

Apart from that, asymptomatic derivatives for O.P in the SNR 

region in the fixed circle area are predicted for both relay 

selection techniques in closed forms. Consequently several 

significant factors that are linked to the cooperative network 

were examined comprising O.P ratio of two selection 

techniques, diversity and subcarrier optimization output. In 

conclusion a structure to analyze the O.P of OFDM with 

spatially random relay have been constructed that could be 

easily altered for analyzing same case with various forwarding 

protocols, channel conditions and location distributors. (Dang 

et al., 2018)Proposed a full duplex OFDM –D2D system in two 

hop network where DF relays help the transmission from DUE 

transmitter to DUE receiver. The study also investigated the 

OP issue by integrating the transmit power within the DUE 

relays and transmitter and to deliver a suboptimal solution that 

can improve the outage performance. The investigations are 

validated by Monte Carlo simulations. These results described 

could furnish an insight into full duplex OFDM system and 

guides for the application in the next generation network. 

(Kokshoorn et al., 2016) suggested a robust channel algorithm 

for mmWave systems on the basis of novel overlapped pattern 

design. With the use of finite measurements the study 

depicted that this decreased measurements was found ENR of 

2.5 dB to obtain the similar PEE.For the appropriate channel 

with quickly altering channel information, the price might be 

acceptable for improving the speed of estimation. The study 

also proposed a robust channel estimation algorithm where 

the additional calculations are carried out when expecting 

more estimation error. The study depicted that the channel 

could be measured more effectively resulting in noteworthy 

gains upto 6 dB when comparing with the existing algorithm. 

(Ali et al., 2016) described the variations in the principles of 

downlink and uplink NOMA transmissions in a wireless 

system. The study formulated a maximization issue in a cell 

like the user clustering and power allocations. Because of the 

integral nature of the formulated programming issue, the study 

solved the issue in to steps which are grouping of users into 

clusters and then to optimize the corresponding power 

allocations. The study proposed a sub optimal scheme that 

exploited the gain variations in NOMA groups and clusters into 

multiple and single clusters for enhancing the sum-throughput. 

The results compared the efficiency of OMA and NOMA in 

different network scenarios. (Lv et al., 2017) investigated a 

MCR-NOMA where the multicast user functions as relays to 

enhance the efficiency of both secondary and primary 

networks. On the basis of the available CSI, three various 

secondary user schedule techniques for processing MCR-

NOMA were depicted. For evaluating the system efficiency the 

study derived the closed form of expressions of OP and order 

of diversity for both the networks. It has been described that 

more spatial temporal diversity could be obtained by using the 

CSI for scheduling of the secondary user. (Liu et al., 2016) 

considered a MIMO –NOMA scenario for investigating a 

dynamic clustering issue in an logical perspective. To resolve 

the problem of optimization issue, three algorithms named top 

down A and B, bottom up were suggested for realizing various 

complexity tradeoff and worst user throughput. The study 

noted that the top down B algorithm could obtain a better 

tradeoff between throughput and complexity amongst the 

applied procedures. (Fianu and Davis, 2018) investigated 

three various rules of allocation and demonstrated the optimal 

policy as an available inventory function. The study also 

provided the country level estimation of requirements that are 

not met and the determination of the probability distribution 

linked with the total undeserved counties. The study have 

been done for depicting the policy of allocation with respect to 

effectiveness and equity. (Hou et al., 2018) studied the socio 
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graphical impact on the mobile video services and thereby 

suggested a CTMDP on the basis of resource allocation 

technique by considering social graphs as the constraints. 

With the use of relative value, an optimized policy could be 

achieved that aimed at increasing the reward regarding the 

average system. The simulation depicted that the suggested 

CTMDP obtained an increased efficiency against the state of 

art methods. 

 

3 PROPOSED WORK 
 

 
 

Fig 2. Proposed flow depicting the overall mechanism. 

 

The proposed(Interference mitigation using POMDP) overall flow 

is depicted in the figure 2. After setting up of the base station the 

distance between the base station and the user was determined 

and if the distance is less than 200 meters it is decided as trusted 

users and if it is greater than 200 m it is defined as untrusted 

users. In case of untrusted users the channel state information is 

subjected to POMDP (Partially observable Markov Decision 

Process) followed by resource allocation. The performance 

analysis have been done after the system. The work considered 

a NOMA oriented cellular setup provided with a base station at 

the centre and two users as shown in the figure 2. The adjacent 

(near) user possess high level of security clearance that is 

required for securing with physical layer from the low 

security/untrusted clearance user (U2) that is located at a faraway 

distance from the base station. P is defined as the maximum 

transmit power level (base station).In this paper it is assumed that 

all the network nodes are installed with single antenna and further 

all the channels are considered to be identical independently 

quasi static with Rayleigh distribution with respect to distribution 

𝐶𝑁(0, 𝛿 
   ⁄

𝜔 
  ⁄

)  In which 𝛿   is the distance in-between the BS 

and nodes 𝑈 .Here path-loss exponent and path-loss constant is 

represented as 𝛼, and 𝜔 . In addition it is assumed that base 

station predicted the user location so that a better CSI is 

obtainable at base station that is involved in pairing the users. 

            

The base station transmits the superimposed mixture, 

𝑥 = √𝑡 𝑠 + √1 − 𝑡 𝑠   

In which 𝑠 ,𝑠  are the unit power signals received by users 𝑈  and 

𝑈 , respectively, 𝑡     is the power 

allocation coefficient for the adjacent user. 

𝑟 = ℎ 𝑥 √𝑃 + 𝑛   

𝑟 = ℎ 𝑥 √𝑃 + 𝑛   

 

where ℎ  ℎ  -  the channel gain linked with the 

small-scale fading from the base station to users 𝑈  and 𝑈  

respectively. 𝑛  and 𝑛  are the extra white Gaussian noise with 

variance and zero mean 𝑁0  and it is assumed that 𝜌 =  𝑃/𝑁0 is 

the BS convey signal-to-noise ratio (SNR). In NOMA technique, 

farther user that possess more power 

could decode its own signal by considering the adjacent signal as 

a noise without decoding the adjacent user message. In the 

preceding equation it is assumed that U1 first decode the weak 

signal followed by decoding its own signal with SIC.U2 which is 

the untrusted user attempted to decode the near user message 

after the decoding of the adjacent user messages after the 

process of decoding its own message with SIC.Hence the 

following equation have been achieved 

𝑆𝐼𝑁𝑅 
 =

(   )|  | 

 |  |   
 ⁄
   and 𝑆𝐼𝑁𝑅 

 = 𝑡 𝜌 |ℎ |
  

𝑆𝐼𝑁𝑅 
 =

(   )|  | 

 |  |   
 ⁄
   and 𝑆𝐼𝑁𝑅 

 = 𝑡 𝜌 |ℎ |
  

𝑇𝑜𝑡𝑎𝑙    = *𝑆𝐼𝑁𝑅 
  ;  𝑆𝐼𝑁𝑅 

  ;  𝑆𝐼𝑁𝑅 
  ;  𝑆𝐼𝑁𝑅 

  + 
 

where 𝑆𝐼𝑁𝑅 
  represented the signal-to-interference-plus-noise-

ratio of user 𝑚 that was decoded by 𝑈  for  𝑚,𝑛𝜖*𝑖, 2+ and the 

channels gain of 𝑈  denoted by |ℎ |   

followed an exponential distribution 

with  the  parameter 𝜁 = 𝜔 𝛿 
   

 

Problem Formulation: 

Hence the base station should achieve and serve a better 

communication for the users who are susceptible to security 

threat from untrusted user, the proposed system defined two 

kinds of QoS efficiency measures that could be regarded to be 

important for framing the issue. In specific the study defined a pair 

of OP to check the reliability of the QoS satisfaction. In general 

the pair OP is stated as the probability in which the obtainable 

data rates dor the users equal to or greater than the least target 

threshold. The next metric also called as the    SOP is the 

probability that the non negative secrecy capacity obtained by the 

trusted user is more than the threshold value .                                      

The following issue aimed at reducing the pair OP subjected to a 

SOP factor for the user U1 that is provided by  

min
 

𝑃  

0 < 𝑡 < 0.5 

𝑆𝑂𝑃 ≤ 𝛽 

in which 𝑃 , 𝑆𝑂𝑃  and 𝛽  are the pair OP, SOP(𝑈 ) and the 

permissible SOP threshold. 

 

4 PERFORMANCE ANALYSIS 
 

Derivation of the Pair OP: 

With the use of Shannon’s capacity formula, and considering 

𝐶 
   and 𝐶 

     as the threshold capacities of users 𝑈  and 

user 𝑈  , respectively, the OP of the pair could be provided 

by, 

𝑃 = 1 − 𝑄 𝑥𝑄   

               in which 

𝜏 = 2  
  

 𝑚 𝜖 *𝑖, 2+ 

𝜙 =
  

 (       )
  

𝜙 =
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 𝑄 = {
exp (

   

  
)              ,0 < 𝑡 <

 

    

0                            , 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
   

Case 1: 𝜙 > 𝜙  

For having 𝜙 > 𝜙  the constraint on 

the power allocation factor (t) needs to be satisfied: 

(𝑡 >
  

           
) and for this case 𝑄  could be obtained as 

follows: 

𝑄 = {
exp (

   

  
)              ,

  

           
< 𝑡 <

 

    

0                                                                 , 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
  

Case 2: 𝜙 < 𝜙  

Like case 1, it was stated that opposite constraint on  

a as (𝑡 <
  

           
) and  

𝑄  can be derived as follows 

𝑄 = {
exp (

   

  
)              ,0 < 𝑡 <

  

           

0                                                       , 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
  

The OP of the NOMA pair, 

𝑃 = {
1 − 𝑓(𝑡)𝑘 (𝑡),   

  

           
< 𝑡 <

 

    
 

1 − 𝑓(𝑡)𝑘 (𝑡),                 0 < 𝑡 <
  

           
  
  

in which 

𝑓(𝑡) = 𝑒𝑥𝑝 {
   

    
(

 

   (    )
)}  

𝑘 (𝑡) = 𝑒𝑥𝑝 {
   

    
(

 

   (    )
)}  

𝑘 (𝑡) = 𝑒𝑥𝑝 {
   

     
}  

Derivation of SOP of 𝑈  : 

With Shannon’s capacity formula, the secrecy rate of 

user 𝑈  was provided by 

𝑆𝐶 = 𝐽 
 − 𝐽 

   

𝐽 
 = log (1 + 𝑇𝑜𝑡𝑎𝑙    (r (1)))  

𝐽 
 = log (1 + 𝑇𝑜𝑡𝑎𝑙    (r (2)))  

𝑆𝐶  is the non-negative secrecy capacity of 𝑈 . Provided the 

secrecy capacity in, the SOP of 𝑈  is  

𝑆𝑂𝑃 = 1 − 𝜈𝑒
  

    

𝐴 =
     

   
  

𝜈 =
  

        
  

𝑇  - the user 𝑈 ,\secrecy target rate 

 

Theorem 1 

Outage-optimal power allocation factor 

𝑡 =
    √     

 (      )
  

In which 𝑤 =
  

   
  𝑤 =

  

   
   𝑧 = 1 + 𝜏   

The minimum power allocation factor (𝑎   ) 

𝑡   =
     

        (
 

   
)
  

The optimal OP of the NOMA pair under the SOP constraint 

      

  
=

   (     )

       (   (      ))
𝑒

 (     )

        

 

That is < 0whih meant that the U1 (SOP) is a reducing function 

Of t that results in the optimal power allocation factor that is 

greater than 𝑡    for the satisfaction of secrecy constraining 

factor.Partially observable Markov decision process: S is 

represented as statesLet D is the channel features which is 

consider here as actions, the conditional transition probability 

between states is regarded as T  Reward function R is 

calculated as the prediction of maximum capacity channel with 

respect to data rate r = R(S x D), the agent receives an 

observation o ϵ 𝔶 o ∈ Ω {\display style o\in \Omega} that 

depended on the new environment state , S , and on the just 

took action, d, with the probability O(o|s , d) 
 

Reward received at time t is conveyed as r 
 = R(S x D)  

H is the belief states over POMDP states, 

𝐻  is the belief state transition function 

𝑟 = 𝑅(𝐻 x 𝐷)  is the reward function on the belief states 

𝐵 (ℎ, 𝑑, ℎ ) = ∑ Pr (     𝔶 ℎ |ℎ, 𝑑, 𝑜) Pr(𝑜|𝑑, ℎ)  

Pr(h |h, d, o) =

{
1      if the belief update with arguments h, d, o returns   h  
0                                                                                         otherwise

  

The reward function is updated on the basis of the belief MDP, 

r (h, d) = ∑ h(s)   R(s, d)  ∈    

 

the agent focus on the largest expected immediate reward,in 

other words the maximum capacity channel. The section 

analyse  the accuracy of the analytical derivations under 

various settings. 

 

 
 

Figure 3. The feasible pairing 

 

The SOP of U1 with the increasing untrusted user U2  and 

distance (d2), for several BS  transmits   Signal to Noise Ratio 

at 𝜌 =  −20,−10,20 𝑑𝐵is depicted in with a=0.05 and 0.1  and 

d1=200m is depicted in the figure. The results stated that the 

U1(SOP) is a gradually reducing function as per d2 that 

implies that the increasing value of d2 leads to the 

improvement of the SOP of U1. Since the provided constant 

threshold ϵ in SOP restraint U2must be situated at a larger 

space when compared with threshold value to obtain the SOP 

of U1. Apart from that it is normal that the high the target 

secrecy rate rises the SOP of U1.  
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Figure 4. The Secrecy outage probability 

 

Feasible Pairing in th SOP of pair OP and U1 with the 

enhanced  power allocation factor (a) in which d2 = 700 m, d1 

= 200 m, 𝜌 = 15 dB and  ϵ = 0:1. The results depicted that the 

the pair OP and SOP of user U1 with increased a for two (d2) 

various distances of the (U2) untrusted user. The results 

approve the convex nature of the pair OP and the SOP curve 

is gradually decreasing on the basis of a. Generally during the 

increase in a, the power assigned to the weak user message 

decreases that minimize the ability of U2 for discriminating the 

superior positioned signals thereby improving the SOP of U1. 

 

 
Figure 5 The Pair outage probability 

 

Pair OP in case of rising U2 untrusted user  in distance (d2), 

for different base station transfer the signal to noise ratio.(𝜌 = 

5; 15; 25 dB), where a = 0:15 and d1 = 200 m. 

 

 
 

Figure 6.The infeasible pairing of secrecy outage 

probability of the pair OP and U1. 

 

The infeasible pairing of SOP (U1) and the pair outage 

probability with the enhanced allocation of the power a,d1(200 

m),d2(300 m),𝜌 = 15dB and ϵ = 0. 

The figure 6 depicted that the  

 

The figure 6 shows the similar plotting of the data by altering 

the untrusted user location by transferring it to a BS closer 

distance (d2 = 300 m). It also depicted that the U1. SOP 

constraint of is disrupted at a because the SOP is more than ϵ. 

The accuracy is well-matched and verified with all range of 

numerical simulation. The results noticed that the efficiency is 

based on the comparative locations of the two user with the 

base station. 

 

 
Figure 7. The figure 7 depicts that SNR versus strictly 

positive secrecy rate. 

 

The observed graph proves that the secrecy capacity 

outperforms the existing techniques. The proposed precoding 

application increases the performance of the system. The 

transmission power of the system is the power required to 

transmit a particular data. When there is an increase in the 

number of users there is the possibility of inference in the data 

transmission and hence the efficiency of the data rate may be 

affected. Depending on these instances the efficiency of the 

antenna capacity to withheld and accommodate the data 

determined.  

 

 
 

Figure 8. The power radiated by BS antenna 

 

In the figure 8,with respect to the simulation setup, the 

precoding methods are performed based on the radiated 

power per BS antenna is depicted. The results observed the 

better efficiency of the proposed system. The proposed proves 

to be better when compared with existing linear precoding 

methods in the prescribed three metrics thereby stating that 

MRT may be utilized for the the examination of the secrecy 

capacity. Our proposed technique spends less radiatated 

power thereby increasing the overall capacity of the system.  

 

5 CONCLUSION 
The NOMA system decodes the messages of other user pairs 

on the similar resources thereby promoting user possibility. 

The technique interprests a security threat in which the BS 

serves the untrusted users. The study analysed the SOP and 

OP in both multi user and two user NOMA system in which the 
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base station pairs the trusted user in closed type of 

expressions. The proposed (Interference mitigation using 

POMDP) also enable the understanding of possibility of 

achieving outage optimal efficiency to pair under SOP 

constraints. The numerical verifications verified the efficiency 

of the analytical derivations. 
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